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For	each	new	setting,	enter	a	unique	description.	Go	to	the	next	step	to	configure	the	setting.	You	can	set	up	the	rule	for	inbound,	outbound,	or	internal	messages.	Internal	messages	are	sent	and	received	within	your	organization's	internal	domains.	A	domain	is	internal	if	it	is	a	verified	workspace	domain,	or	a	subdomain	or	parent	domain	of	a	verified
workspace	domain.	Check	the	boxes	next	to	the	messages	you	want	the	rule	to	apply	to.	Go	to	the	next	step	to	continue.	You	can	add	up	to	10	expressions.	Each	expression	must	be	individually	added	and	saved.	From	the	list,	specify	whether	any	or	all	conditions	must	match	to	trigger	what	happens	to	the	message.	For	example,	if	you	select	If	ANY	of
the	following	match	the	message,	any	matching	condition	can	trigger	the	consequence	to	the	message.	Click	Add.	From	the	list,	choose	what	you	want	to	specify	for	the	expression:	File	typeSelect	the	attachment	types	to	include.	You	can	also	enter	a	custom	file	type	to	find	matches	based	on	that	file	type.	Note:	For	your	protection,	file	types	that	are
detected	to	be	executables	are	automatically	rejected.	For	a	complete	list	of	extensions,	go	to	File	types	and	extensions	supported	in	expressions.	File	nameEnter	an	attachment	name	that	you	want	to	include.	Any	part	of	an	attachment	file	name	is	returned	as	a	match,	whether	it's	upper	or	lowercase.	Message	sizeEnter	the	size	limit	for	messages.
The	size	is	in	megabytes.	The	size	includes	the	message	body	and	all	attachments.	This	size	limit	applies	to	the	raw	size	of	the	entire	message.	Because	of	the	encoding	overhead,	the	raw	message	size	can	be	up	to	33%	larger	than	the	base	size	of	the	message	and	attachments	Click	Save.	You	might	need	to	scroll	to	see	it.	Go	to	the	next	step	to
continue.	Specify	whether	to	modify,	reject,	or	quarantine	a	message	when	conditions	are	met.	Read	details	below.	Configure	the	options	for	the	actions	you	choose.	(Optional)	Click	Show	options	to	configure	additional	options	to	limit	the	application	of	this	setting.	Go	to	Configure	additional	parameters	below,	for	details.	Go	to	Save	the	configuration.
Rejects	the	message	before	reaching	the	recipient.	You	can	enter	a	message	to	notify	the	sender	about	why	the	message	was	rejected.	For	matching	messages,	no	other	routing	or	compliance	rules	are	applied.	Note:	Gmail	automatically	adds	an	SMTP	rejection	code,	such	as	550	5.7.1.	This	is	a	requirement	of	the	SMTP	standard	and	can't	be	deleted.
Sends	the	message	to	an	admin	quarantine	where	you	can	review	the	message	before	you	send	or	reject	it.	This	option	is	only	available	for	the	Users	account	type.	For	details,	see	Account	types	to	affect.	To	notify	your	users	when	their	sent	messages	are	quarantined,	check	the	Notify	sender	when	mail	is	quarantined	(onward	delivery	only)	box.	Add
headers,	remove	attachments,	change	the	envelope	recipient,	add	more	recipients,	and	change	the	route.	For	details,	read	Options	for	modifying	messages.	Note:	We	recommend	you	use	the	routing	settings	for	the	use	cases	they're	intended	to	support.	Use	an	attachment	compliance	setting	for	attachment-related	use	cases.	Use	a	Routing	setting	for
general	routing-related	use	cases,	such	as	dual	delivery.	Learn	about	mail	routing	use	cases	and	examples.To	change	routing	settings	in	Gmail,	select	Change	route	from	the	left-hand	sidebar	and	follow	these	steps:Change	routeChange	the	message	destination	from	the	default	Gmail	server	to	a	different	mail	server.	Before	you	can	change	the	route,
you	must	add	the	server	by	following	the	steps	in	Add	mail	servers	for	Gmail	email	routing.Also	reroute	spamThis	option	is	available	when	you	select	Change	the	route.	Blatant	spam	is	dropped	at	delivery	time.	The	Also	reroute	spam	option	routes	any	additional	email	you	mark	as	spam.	Leave	the	box	unchecked	to	route	normal	messages,	but	not
spam.Admin	console	email	settings	(for	example,	a	list	of	preauthorized	senders)	overrides	spam	settings.	Suppress	bounces	from	this	recipientPrevent	bounced	messages	from	being	rerouted	to	the	configured	mail	route.	For	example,	you	might	want	to	prevent	bounced	messages	from	being	rerouted	to	an	automated	system.	Leave	this	box
unchecked	if	you	want	the	receiving	mail	system	to	get	bounced	messages,	for	example	so	senders	know	when	their	message	isn't	delivered.Change	envelope	recipient	The	message	bypasses	the	original	recipients	mailbox	and	goes	to	the	new	recipient.	Change	the	envelope	recipient	in	one	of	these	ways:	Replace	the	recipients	entire	email
addressAfter	Replace	recipient,	enter	the	full	email	address,	such	as	user@solarmora.com.	Replace	usernameTo	change	just	the	username	of	the	recipient's	email	address	and	keep	the	domain	the	same,	before	@existing-domain,	enter	the	username,	such	as	user.	Replace	domainTo	change	just	the	domain	of	the	recipient's	email	address	and	keep	the
username	the	same,	after	existing-username@,	enter	the	domain,	such	as	solarmora.com.An	MX	lookup	on	the	new	recipients	domain	determines	the	destination	server.	Or,	if	youre	using	the	Change	the	route	control,	the	specified	route	determines	the	destination	server.	To	Bcc	additional	recipients,	use	the	Add	more	recipients	option,	described
later	on	this	page.Bypass	spam	filter	for	this	message	Deliver	incoming	messages	to	recipients	even	if	the	spam	filter	identifies	them	as	spam.	This	option	applies	only	to	incoming	messages.	You	cant	bypass	spam	filters	for	outgoing	messages.	Note:	This	option	is	not	available	for	the	Groups	account	type.	For	details,	go	to	Account	types	to
affect.Remove	attachments	from	message	To	remove	any	attachments	from	messages,	select	this	option.	You	can	also	add	text	to	let	recipients	know	that	attachments	were	removed.Add	more	recipients	To	set	up	dual	or	multiple	delivery,	check	the	Add	more	recipients	boxclick	Add	.	To	add	individual	email	addresses,	select	Basic	from	the	listclick
Save.	(Optional)	To	add	more	addresses,	click	Add	.	(Optional)	To	choose	advanced	options	for	your	secondary	delivery,	select	Advanced	from	the	list.	You	can	change	the	envelope	recipient,	add	headers,	prepend	a	custom	subject,	and	remove	attachments	for	secondary	deliveries.	Note:	The	Do	not	deliver	spam	to	this	recipient	advanced	option	isn't
supported	for	the	Groups	account	type.When	you	add	recipients,	keep	in	mind:	Rules	have	a	limit	of	100	additional	recipients.	Settings	for	the	primary	delivery	also	apply	to	the	secondary	deliveries.	For	secondary	deliveries,	the	Do	not	deliver	spam	to	this	recipient	and	Suppress	bounces	from	this	recipient	boxes	are	checked	by	default.Adding
additional	recipients	creates	a	message	for	each	added	recipient.	Advanced	Gmail	settings	apply	to	each	message.Encryption	(onward	delivery	only)	By	default,	Gmail	tries	to	deliver	messages	using	Transport	Layer	Security	(TLS).	If	secure	transport	isnt	available,	the	message	is	delivered	over	a	nonsecure	connection.	Select	encryption	options	for
messages	affected	by	the	setting:	Require	secure	transport	(TLS)Require	all	messages	meeting	the	conditions	in	the	setting	to	be	sent	over	a	secure	connection.	If	TLS	isn't	available	on	the	sending	or	receiving	side,	the	message	won't	be	sent.Encrypt	message	if	not	encryptedEncrypts	messages	with	S/MIME.	If	you	have	an	Enterprise	or	Enterprise
for	Education	account,	you	can	also	bounce	messages	or	require	that	messages	can	only	be	sent	if	they	are	S/MIME	encrypted.	For	details,	go	to	Enhance	message	security	with	hosted	S/MIME.To	manage	address	list	tab,	follow	these	steps:Complete	Steps	69	to	open	the	Add	address	list	box	where	you	can	enter	the	name	of	your	new	address	list.To
add	email	addresses	or	domains	one	at	a	time,	click	on	Add	Address;	to	enter	a	comma-separated	list	of	addresses	or	domains,	click	Bulk	Add	Addresses.You	can	also	bypass	the	setting	for	approved	senders	that	don't	use	authentication	by	turning	off	the	Authentication	required	option.	However,	keep	in	mind	that	disabling	this	requirement	may
increase	the	possibility	of	getting	spam	or	spoofed	messages.After	entering	your	settings,	click	Save	to	proceed.	You	will	then	be	taken	to	Account	types	to	affect.Depending	on	the	message	action	you	chose	and	the	type	of	organizational	unit	you're	configuring,	some	account	types	might	not	be	available	for	selection.	Choose	one	or	more	account
types	that	fit	your	setting	needs:	Users	(default)	Applies	to	provisioned	users,	sending	and	outbound	mail	triggers	when	your	users	send	email,	and	receiving	mail	triggers	when	they	receive	email.	Group	membership	Selects	groups	in	the	list	for	envelope	senders	only	for	sent	mail	and	for	envelope	recipients	only	for	received	mail.To	create	a	group,
select	one	or	more	groups	from	the	list	before	proceeding	with	Save	configuration.Note	that	file	types	can	be	used	in	an	attachment	compliance	expression	to	block	specific	attachments.###ARTICLE

Attachment	security	definition.	What	is	attachment	security	according	to	bowlby	and	ainsworth.	What	is	lower	attachment	security.	How	does	a	security	interest	attach.	What	is	attachment	security	priming.	What
is	low	attachment	security.	What	is	attachment	security	interest.	What	is	attachment	security	in	psychology.	What	is	needed	for	there	to	be	attachment	of	a	security	interest.
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